@ U.S. Army Research, Development and Engineering Command

Us ARMY

RDEGCOM

WARFIGHTER FOCUSED.

Systems Thinking in the Army

WARFIGHTER FOCUSED.

Distribution Statement A: Approved for public release; distribution is unlimited (19 September 2011)



Form Approved

Report Documentation Page OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display a currently valid OMB control number.

1. REPORT DATE 3. DATES COVERED
OCT 2011 2. REPORT TYPE 00-00-2011 to 00-00-2011
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER

Systems Thinking in the Army 5b. GRANT NUMBER

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S) 5d. PROJECT NUMBER

5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION
U.S. Army Resear ch, Development and Engineering Command,3071 REPORT NUMBER
Aberdeen Blvd,Aberdeen Proving Ground,MD,21005

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’'S ACRONYM(S)
11. SPONSOR/MONITOR’ S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT

Approved for public release; distribution unlimited

13. SUPPLEMENTARY NOTES

3rd Annual SERC Research Review (ASRR 2011), 5-6 Oct, Hyattsville, MD.

14. ABSTRACT

15. SUBJECT TERMS

16. SECURITY CLASSIFICATION OF: 17. LIMITATION OF 18. NUMBER 19a. NAME OF

ABSTRACT OF PAGES RESPONSIBLE PERSON
a REPORT b. ABSTRACT c. THISPAGE Same as 19
unclassified unclassified unclassified Report (SAR)

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std Z39-18



Why do Systems Thinking?




Systems Thinking: Outside the Box

Desired Capability: Space exploration will require a writing
implement that is capable of writing in:

1. Avacuum . :
_ 4. Hot temperatures of +150°C in sunlight
2. Zero g environments

3. Planar orientations (from 0-360)° 5.The cold shadows of space at -120°C

2 Years, and a total investment of $1M 0 years, and a total investment of ¢0.3

Fisher Alternative

Corporation
Interpretation

Interpretation

Be careful how you define the problem



Systems Thinking: Outside the Box
Army EOD Robot Example

 Background: Interrogating IED takes a lot of time

— Route Clearance Patrols are exposed to unnecessary danger when
deploying EOD robots

— The EOD technician has to dismount the truck, take out the robot, to
properly configure the robot for it’s mission, all the while exposed to
potential small arms fire

* Desired Capability: Provide the Route Clearance Patrol
Engineers and EOD technicians a way to transport and deploy a
Talon robot, and/or Packbot, with a camera and robot arm,
without exposing the crew to danger

Be careful how you define the problem



Systems Thinking
Army EOD Robot Example
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Systems Thinking:

Awareness of Multiple Solutions

Setting the Stage: 1920

1923 — 1925 Electrical Vacuum Tube

1880 - Electric Light 1905 — 1910 Electricity Available microphone results in more music

Bulb Patented in Larger Metropolitan Cities
| available on Record

1901- Marconi demonstrates 1920 - 1925 Radio 1925 - “Talkies”

Wireless Radio Telegraph Enters the Home Black and White
Movies with Sound

become available

Desired Capability: Provide an in-home entertainment

experience which provides moving pictures and sound



System Thinking
Mechanical Television

Spinning Disc

Photocell

L

*Evolutionary Ildea
*Uses Rotating disk to
create ‘moving’ images

+Stemmed from the Moving
Picture

Brute Force Solution

*Issues with Camera and TV
scaling

*Performance limitation (lines
and images per second)

*Synchronizing motor speeds

Be aware that there are multiple competencies
(illities & engineering disciplines) to solve a problem



System Thinking
Electrical Television

/

©2000 How Stuff Works

() Cathode (® Phosphor-coated screen |
(® Conductive coating (3 Electron beams |
® Anode (@ Shadow mask

*Revolutionary Idea
*Uses pixels to form an images

-Complex Approach resulting ina/
simpler overall system

*Stemmed from the invention of
the Cathode Ray Tube |

*Uses an electron gun directed by
an electromagnet to fluoresce a
screen

Be aware that there are multiple competencies
(illities & engineering disciplines) to solve a problem



Systems Theory

The test for “Systems”

— Individual Behavior System Behavior

Standalone WW
Decision
Duplicative Wm
Functions

Interdependent

Fully
Integrated

Decisions made
as System

Dedicated
Functions

A systems must demonstrate some new and Emergent behavior or function

Circa 1820

Tenets for Systems Estblished by Georg Wilhelm Friedrich Hegel



Systems Theory

The U.S. Army: U.S. Army System Example

* Every component has to give up some Autonomy
— Comport with the Military Code of Conduct, i.e. behavior, hair cut, uniform, etc.

— Overall Systems becomes more Autonomous — e.g. Deploy on 4 hours notice
* To Belong each component must centralize some functionality
— Become a Part of the Team,

* Each component must be Diverse (add a non-redundant function to overall system)
— Specific jobs and specialties

* Components must be Connected and share resource with overall systems
— Trust and Reliance on fellow soldiers and the Army — e.g. meals, overwatch

n

Greater than the sum of its elements



Redundant
Component

function- e.g.
*Timing sources

*Displays screens
*Operating
Systems
*Controls (HW/sSw)

*Cooling (heat sink
and fans)

*Power

conversion (DC to
DC/AC)

*Power
Conditioning &
Surge protection

HMMWYV Example

Non-Systems Behavior

Common Remotely Operated
Weapons Station (CROWS

Improved Target
. | Acquisition Sight
R | (ITAS) TOW

al

Battery
= Powered
Motorized

Turret Unit

(BPMTU)

SINCGARS
& VIC-3

DAGR/PLGR
GPS Systems

CREW 2 (DUKE)

Other Possible Equipment:
Anti-IED Systems

MTS

FH MUX

Drivers Vision

Enhancement Micro Climate cooling vest
(DVE) Harris Radio
CHAMELEON
Duke 2 plus

Blue Force Tracker
(FBCB2)

Long Range Acoustic Device™
(LRAD®)

Limited sharing and Trust - Information from one system doesn’t cue or drive the

behavior in surrounding systems



. |

Every component holds
on to their Autonomy

- i Incompatible Goals

Each component has
decentralized functions

Bolt On Behavior

Each component has
unintended redundant
function

Duplicative Functions

Non System-Centric
Decisions making

Decisions in a vacuum




VICTORY Next Generation Enhancements

SINCGARS J Antenna
Antennas

Next Gen Vehicle
Data Radio

Boomerang
Acoustic Array

U/

GPS Antenna Common Timing

Module (CTM)

SA180 Camera
Earward Looking)

DVE Sensor

jlgiua
Ilsdeisa.

Coalition
Network




__described

Image Source: http://www.projectcartoon.com



Backup



Information Assurance [Multiple Independent Levels
of Security (MILS)]

EPLRS EPLRS GPS  GPS MILS solution protects data in
Antenna URO Antenna Antenna intra-vehicle network
Ne RF RF0 Two physically separated
Serial Encrytor Switch enclaves (secret and
(Control) TS CMDR DAGR unclassified)
Router 2 §) (Classified) UNCLASS apps and users

(e.g. CLOE) are
accommodated

Shared smart display with
trusted separation kernel
Accepts processing assets

that include their own cross
domain guards

Firewall

DAGR
(Unclass)
. . GPS GPS
Tlm & L cation EPLRS EPLRS Network A i
€ & Locatio Antenna  URO Frewal Switch l B A
Distribution -
I Network R R
. Encryptor Switch
EPLRS | cono) SQD LDR ~CMDR  DAGR
Radio Router Display Display-fMILS) (Classified)
GPS antenna and receiver i R Y

for each classification level Encryptor
Time & location are

»®

Network  Network
Switch  Switch

published on the network

Allows for fewer GPS = e r .
devices to support C4ISR/ Firewall -

EW systems (Unclass)




Ethernet Data Bus Platform Network

EPLRS  EPLRS GPS  GPS
Antenna URO AntennaAnﬂra L Glgablt Ethernet
| R Switches with

Encryptor

Serlal

(Control)

Router

SQD LDR
Display

CMDR

DAGR

copper media

Display (MILS) (Classified)

[ ]
Serial
= Serial '

"""" DAGR
(Unclass)

High bandwidth
connections within
the vehicle

Encryptor

Firewall

Shared Smart Displays

Displays w/custom
presentation of
information

Touch screens for
user input (WMI)
Processing and data
storage capability

EPLRS EPLRS
Antenna URO
Encryptor
Serial o

RF

(Control)

Router

Encryptor

Network
Firewall Switch

etwork  Network
Switch

GPS GPS
Antenna Antenna

Network RF
Switch

CMDR

RF

DAGR

Switch

DAGR
(Unclass)



October 2009 Stryker Validation Design

Consolidated Physical View

Legend (Physical) Core Capabilities
. Ethernet Link . Common data bus, shared smart displays
Secret . ; R
= . Time & location distribution
rewire . . .
. CipherText (@) 304 i) . Multiple Independent Levels of Security (MILS)-based IA solution
Wired Links for  EPLRS e Other Physical . Integration of existing C4ISR/EW applications with VICTORY Data Bus
sﬂgﬁ::: Demo  Anemma d Medum . Development and integration of new applications with VICTORY data
bus Boomerang
360 Degree GPS Acousti.c Array

Antenna

GPS
Antenna

Sensor

e
Boomerang
Computer

-

-
|
Dismounted S
Network Interface
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